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Consolo Login and Password Security 
 
This guide describes basic Login and Password Security. Consolo will endeavor to keep this Guide up to 
date; however, you should make an effort to stay abreast of periodic upgrades and enhancements to 
Consolo. Check the login page regularly for information about new Release Notes and Training Videos. 
 
Consolo has taken several steps to better protect your individual Consolo account security. These new 
measures affect how users login and change passwords. ALL USERS MUST HAVE AN EMAIL 
ADDRESS ENTERED IN THEIR USER ACCOUNT (ADMIN / USERS). 

 
Initial Password Set Up 
 
The first time you login to Consolo, you will use a password provided to you by your hospice agency. 
Once you login, you’ll be prompted to change this password to a new, unique password: 
 

 
 

 Enter your new, desired Password in the “Password” field.  

 Enter it again in the “Password Confirmation” field 

 Create a personal Security Question And Answer 
 

You will be unable to reset your Password if you do not enter a Security Question and Answer, or 
if you do not have an email address in your User account (Admin/Users). 
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When entering your desired Password, a ‘complexity status bar’ will let you know how complex your 
password is. Passwords are made more complex by the addition of capital letters, numbers, and other 
symbols. Your agency has established the minimum complexity requirement (Medium, Strong, or Very 
Strong); your Password must match or exceed the minimum complexity requirement. Type your 
password again in the Confirmation field; look for the “Confirmed!” message; this lets you know that your 
password will be configured as you intended: 
 

 
 
 
Next, create a personal Security Question & Answer. In the event that you ever forget your password, 
Consolo will offer you the opportunity to answer this question. If you provide the correct answer, you will 
be allowed to reset your password. You will be unable to reset your Password if you do not enter a 
Security Question and Answer. Your Security Question & Answer cannot be seen by any other user; 
likewise, your password cannot be seen by any other user.  
 

 
Do NOT share your Password or Security Question & Answer with any other user. Doing so puts 
both you and your agency at risk for security breaches.  
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Routine Password Changes 
 
Consolo will prompt you to change your Password at intervals determined by your agency (e.g. every 30 
days, every 90 days, etc.) You may also change your Password at any time you desire, by going to Main 
Menu / Change Password. Enter a new Password and Password Confirmation. You may also change 
your Security Question & Answer: 
 

 
 
 
NOTE: Minimum Password complexity, Password change interval, Account Lock, and Password 

re-use rules are established by your Agency; Consolo cannot change these settings.   
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What to do if you forget your Password 
 
If you forget your Password, Consolo will offer you the opportunity to respond to your Security Question. 
If you answer correctly, you’ll be allowed to re-set your Password and login to Consolo. If you did not 
enter a Security Question & Answer, you will need an Administrator at your agency to manually 
reset your Password. Consolo Services CANNOT reset user passwords. 
 
If you attempt to login with the wrong Password, Consolo will ask if you’ve forgotten your Password. Click 
the “Forgotten Password?” link to answer your Security Question: 
 

 
 
After clicking “Forgotten Password?” the following message appears:  
 

 
Now, go to your email account (the email account your agency used to create your Consolo account) and 
open the email from Consolo. It will look like this: 
 

 
You must click the link within the allotted time. This is a security precaution; Consolo allows you one 
hour to reset your Password, starting from when you click “Forgotten Password?” on the login screen. If 
you do not click the link within the allotted time, or if you cannot answer your Security Question, you will 
need an Administrator at your agency to reset your Password. 
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When you click the link in your email, the following screen appears: 
 

 
 
Enter the Answer to your Security Question (it must match exactly). Then Provide and Confirm a new 
Password. 
 
Once completed, you’ll be returned to the login screen. Login with your new Password: 
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Other Password Issues 
 

 If you have not established a Security Question & Answer, you will not be able to reset your 
Password. An Administrator from your agency will need to do it manually. Consolo cannot reset 
user Passwords: 

 
 If you do not have an email address in your User account (see Administrative Set Up section in 

this reference document), you will not be able to reset your Password. An Administrator from your 
agency will need to do it manually. Consolo cannot reset user Passwords.  
 

 
 If you attempt to login using the wrong Password too often (the exact number of times is 

determined by your agency), your account will be locked. An Administrator from your agency will 
need to unlock your account. Consolo cannot unlock user accounts: 

 

 
 

 Web Browsers will no longer “Remember Passwords” for Consolo. Consolo has enabled 
Security features that prevent web browsers (Chrome, Firefox, Safari, Android) from 
“Remembering Passwords”. This means that you must now enter your login name and 
Password EVERY time you login to Consolo. This measure enforces basic internet safety, and 
helps protect you and your agency against security breaches. 
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Administrative Set Up 
 

 ALL Users must have a valid email address in their User account. To see which Users do not 
have an email address, go to Admin/Users, and select “Contact Roster” from Related Links: 

 

 
 
On the following screen, examine the “E-mail” column for User accounts that need attention: 
 

 
 
Click on a User name, then “Edit User” under Related Links: 
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Enter and confirm an email address in the appropriate field: 
 

 
 

 Resetting a User’s Password, or Unlocking a User’s Account. If a User is unable to reset their 
own Password, it may be done Administratively, by going to Admin/Users, and editing the User in 
question: 

 

 
 

On the following screen, enter and confirm a new one-time Password for the User. If necessary, 
remove the “Locked Until” Date as well: 
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 Establishing system-wide security settings. These settings should only be adjusted by your 
agency’s administration. Access to these settings can be restricted in Admin/Roles. These 
settings affect ALL Users who login to your Consolo site: 
 

 
 

 Password Reuse – How many times, consecutively, a User may use the same Password. A 
setting of “1” means Users may not, when changing their Password, re-use their current 
Password. 

 Password Cycle Time – Number of days that a Password may be used. When the specified 
number of days is reached, the User will be forced to change their Password. 

 Minimum Password Length – Minimum number of characters (Letters, Numbers, Symbols) 
required to create a valid Password. 

 Password Complexity – Specifies the minimum complexity required to create a valid Password 

 Unsuccessful login attempt lockout – How many times Users may attempt to login with an 
incorrect Password, before Consolo Locks their User account. 


